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minimization principles when
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From Policy to Practice

Making Regulations Machine-Readable for Al Agents.
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The Infrastructure Mindset

Prose is for humans. :E Database  _y \sigrations
Agents need data.

You do not put your database
schema in comments or your
API| contract in a wiki page.

Why would you put your = Compliance Ly System
compliance policy in a system Policy ?romPEs?

prompt?

Infrastructure —> Terraform
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The Three Broken Patterns of Al Compliance

Pattern Mechanism Fatal Flaw

Competes for context window.
Invisible to auditors. Cannot be
evaluated programmatically.

§¥S:;IT Smp! Natural language instructions
9 (“Always follow GDPR").

The damage is already done.
Misses invisible API calls in tool
invocations three layers deep.

Human or LLM reviews

Post-Hoc Review output after execution.

ebi bt Scrambling for logs quarterly | Unscalable. Works for 10
STIGEEY A to explain agent decisions. | requests/day, fails completely at

10,000.
The root cause: all three encode policy as prose.
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Declarations as Data

KCP is a versionable, machine-readable declaration of what knowledge exists and
what constraints apply. Auditors read the manifest, not your agent’'s source code.

The KCP Bridge

Complex Regulatory Law The Bridge

Knowledge
Context Protocol

(KCP)

Agent Runtimes

-~
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Anatomy of a Compliance Block

Defined Vocabulary

Maps directly to real law (GDPR, NIS2,
HIPAA). Unknowns silently ignored.

compliance:
regulations: [GDPR]
regulations: [EEAPIA]
data_residency: [EEA]
sensitivity: confidential
rensitivits: [no-external-1lm,
restrictions: [no-external-1llm, audit-required] ISO 27001 Aligned

4-level classification (public, internal,

confidential, restricted).

Geographic Boundaries

Constrains where processing may
ocCcCur.

Processing Constraints

Forces local models; requires
rigorous logging.

This is not a system prompt. It is structured metadata.
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Inheritance & Overrides

Borrowing the CSS mental model: root blocks provide defaults, unit blocks provide specifics.
Mixed-sensitivity data coexists seamlessly in a single knowledge base.

Root knowledge.yaml

sensitivity: internal

When conflicting rules
coexist, the specific unit-level
declaration wins.

Public README Customer Schema

# Inherits base sensitivity: internal # Inherits base sensitivity: internal

sensitivity: public| (override) sensitivity: confidentiall (override)

restrictions: [1] (drops audit-required) restrictions: [no-logging]
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Trust & Delegation: Pre-Negotiated Constraints

Capability

Attenuation 5 fields

/\\mfields allowed.
allowed Never 11.
Orchestrator > U/_/ > Sub-Agent 1 >D > Sub-Agent 2

i

human_in_the_loop.required: true delegation.max_depth: 2

Each hop must mathematically narrow permissions.
Static limits prevent invisible scope creep.
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The Missing Layer: Programmatic Evaluators

The evaluator is code, not LLM judgment. It does not ask a model
if access is “reasonable.” It compares two lists. Pass or fail.

Prompt-Based “Compliance” KCP Evaluator Pattern
- !,.r A\Yr-\\' f““it!“" evaluateaction: Agentdction): "Pass” |
2 [ l'_qh“‘) . _ I:E;Eg‘fl:m:l{ims = ['name’', "esail’, 'role’, ﬁﬂ F'ass
Agent SEE"‘IS . ﬂgEﬂt const requested_fields = action.requested_fields; [
* i { | —E— . —}' const is_subset = reouested Fields.every(field =
Action |7 7 reasonable? ) > Action e
.)r.-r' :;"::Tt?zn is_subget &5 is_cownt_valid ¥ ‘Pass’ ! + F 3 1 1
. -""‘-.i____'/'\._./
Fuzzy, invisible, unversioned. Deterministic, binary, CI/CD testable.
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The Evaluator as a Deterministic Gate

Not a review. A deterministic gate. It blocks the action before
the damage is done. Versioned independently of the agent.

4

N
ZN

Pass: True

NS
ZN\&

Agent Intention
(Read phone_number)

Eb|

N
X

N

N\Z

Pass: False

\Y%
Va

.}.

Evaluator Gate
(Pre-flight check)

p

v
Action Completes

'\r.f
Al
Action Blocked
& Alert Logged
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The Audit Ledger

Not a dashboard. A ledger. Any auditor can read this log and
independently confirm that passed: true was mathematically correct.

The Rule_: {

Points to the
versioned YAML
manifest

The Codé—

Proves exactly which
logic was deployed

=k

kep_unit_applied: 'gdpr_data_minimisation’,

evaluator_version: '1.2.0',
fields_accessed: ['email'],

fields_declared: ['email', 'name'],

trace ad* 5b8cch...",

model: 'claude-sonnet-4-6' —I

The Data

Reproducible proof

The Context
W3C standard trace

The Actor

Allows query if a
model is deprecated
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Traceability Across Hops

trust.audit.require_trace context: true

I

1 No guesswork required. Agents must include W3C
Trace Context headers. The agent decision, delegation
hop, and compliance log share a single immutable trace.

AP| Request

,.a

Orchestrator

1
Trace |

J Sub-Agent L

=

Evaluator Gate

D (traceparent, tracestate)

—
- s e

e

Audit Log
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Incident Investigation

‘Logging doesn’t prevent wrong
decisions. It makes wrong
decisions impossible to hide.

You know exactly where
the failure originated.

ﬂ — 1 1. Agent

} Attempting to read ‘phone’.

\

-i—| 2. Evaluator

} (only ‘email’, 'name’
declared) in KCP YAML.

Violation Logged |

"kcp_unit_applied”: "gdpr_data_minimisation”,
"evaluator_version": "1.2.8",

"violation": "access_denied”,
"field_accessed": "phone”,

"trace_id": "ShBeeh...",

"timestamp": "2024-85-15T718:23:45Z"

\ 2

Analyst J

v

Checking KCP unit's validated date
to see when the rule was last reviewed.

& NotebookLM



The Adoption Gradient

Do not model your entire regulatory framework

In week one. Prove the pattern on one action.

N

The infrastructure pays for itself the first time , _
you answer an auditor with a log entry Wire the binary result
instead of a meeting. 7 @ to your existing
observability stack.
N

Write one KCP unit (YAML)
7 @ and one Evaluator
(~20 lines of code).

A\

Pick one high-risk agent action
(touching personal data).
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The KCP Infrastructure Stack

Synthesis:: The unified architecture for machine-readable regulation.
Independent components, versioned separately, working deterministically.

Declaration Layer
KCP YAML (What rules apply & what data exists)

Trust Layer
Delegation Blocks (Who can do what, depth limits, human-in-the-loop)

Enforcement Layer
Programmatic Evaluator (Deterministic code gate)

Proof Layer
Audit Ledger (Immutable JSON trace)
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Boring passes audit.

Build the infrastructure.

github.com/Cantara/knowledge-context-protocol
(Apache 2.0 Spec & GDPR ROPA genera tor exam ples)



