AUDITING Al AGENTS: A PRACTITIONER’S GUIDE TO FALSE ALARMS AND FALSE ASSURANCES
How to verify claims when code tests aren't enough.




Agents are excellent witnesses to what a file says,
but unreliable witnesses to what it means.
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5 Security(ﬁiggiﬁ)

1s active.

Three wrong claims in one afternoon of agent research. The agent perfectly
read self-contained files but entirely misunderstood the system context.
This is not a complaint about agents-it is a job description for the human.
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Code has test suites. Sentences do not.

The Era of Al Code The Era of Al Claims

Output:

This is compliant.

This library is
unused.

>

Automated Tests
(Round-trip, property- . ) -
based, CI/CD). Human reading.

We solved AI code verification with tests. But increasingly, agents produce claimg
that end up in decisions and architecture reports. You cannot CI a paragraph.
The primary verification instrument for a claim is reading the source.
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Not all hallucinations are equal.

False Alarms False Assurances
(No authentication) (Fully RFC compliant)

(Reality) The system is safer than reported. (Reality)

A security incident, an audit finding,
a decision built on sand.

(Cost) 1 hour of investigation. (Cost)

(Default  Highly visible (investigating (Default Invisible by default (nobody
Visibility) broken things is natural). Visibility) investigates good news). _

(Outcome) Mildly embarrassing, but cheap. (Outcome) Catastrophic failure.

The failure modes of AI claims are strictly asymmetric. False alarms
survive. False assurances are the silent killers of AI-augmented
development.

&1 NotebookLM



Sort an agent’s claims by the direction of failure.
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will verify it

Fails Safe “ | Delay: Fixing i
(X looks broken)

Which way
would this
fail?
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RISK ASSESSMENT

Fails Dangerous

| Immediate
(X is protected, '\ Deep Reading.
X is compliant) \

PRIORITY

You cannot read everything the agent read-that erases the speedup

spend your reading time on. Verify the assurances first.

you hired the AI for. The actual skill is deciding which claims to
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The linguistic signatures of a hallucination.

: -r_.;,,g:-'..-. -

The parser 1S Fullx h-—;

omgl%g nt and ProBer1¥:5

secured.
AP e Y —

Auth 1s complete based _j Truths live in system

———s boundaries (middleware
ordering, load order, specs).

on route. :IS AgentstFustisolatefifiles.

_f.h
gr:_

_—— &) NotebookLM



Demand citations, then spot-check them.

BEFORE (Uncited) AFTER (Cited)

Make agents report file and line numbers for every load-bearing

claim. Citations don’t magically make claims true. Instead, uncited
claims cannot be cheaply audited, and a citation that fails to check .-
out 1s an early-warning system for the rest of the report. aE\“EW




“Are you sure?” is not verification.

SCENARIO A (THE ILLUSION) SCENARIO B (TRUE DILIGENCE)
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independent. _ Independent Ingstrument, }‘
Proven Field of iew.

Asking a second agent feels like diligence. It isn’'t. Two agents
share blind spots the way two readers of the same misleading file
do. Independent verification requires a different instrument—the

source, the spec, the running system. ““%g‘gg
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Sample like an auditor, not a proofreader.

Action: Full source verification.
Action: Random spot checks.

Dﬁiiﬂﬁg Action: Skim to catch hidden claims.

Claims

You cannot verify everything, and
uniform skimming verifies nothing.
Auditors solved this long ago:
sample strictly by impact.
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Wrong claims are signal, not just noise.
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Any authenticated user gé%s an arbitrary-URL fetch
service, with no rate limit and no audit log.

When you strike a false alarm, don’t just delete it. Downgrade
it to its true, useful version. The agent’s error almost always
points at something real, it just mislabels the severity

Verification is refinement, not just subtraction. a\'-.\“ﬁw
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Write the verification status directly into the deliverable.

CONFIRMED ViA CODE

= - REVIEW & LIVE TEST
1. Critical Auth Paths /

u
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> AUTH-SVC-001: JWT validation via centralised keyserver.
> AUTH-SVC-002: 2FA mandatory for administrative roles.
> AUTH-SVC-003: Session timeout enforcement (15 min idle). fFrLAG FOR

LATER AUDIT,
2. Unused Module Inventory / DO NOT RELY.
[REPORTED BY EXPLORATION PASS - NOT RE-VERIFIED]

> MODULE-OLD-88: Legacy reporting API endpoints.
> MODULE-DEP-12: Unlinked data migration scripts.
> MODULE-TEST-99: Mock services for integration testing.

Honesty tells the reader where to push, and forces you to know exactly HUW’\N RE"‘-'\EW
which bucket every claim belongs in. The unverifiable confidence of a { REQU\RED
uniform document is the exact failure mode we must avoid. i
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The Compounding Developer.
A

&
Instantly spotting high-risk \
middleware fictions.

Building a personal
Learning dead-code \ pattern library of Al failures.
claims are usually Safe./. Sl

Value of Human Judgment
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Time / Repetitions

This isn't a checklist; it’s a practitioner skill that gets cheaper with
use. Knowing which claims, from which analyses, fail in which

direction is pure judgment. It is the part of your work that gets
strictly more valuable as the agents get faster.
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